Automatic matching of poor quality latent fingerprints to rolled/slap fingerprints using an Automated Fingerprint Identification System (AFIS) is still far from satisfactory. Therefore, it is a common practice to have a latent examiner mark features on a latent for improving the hit rate of the AFIS. We propose a synergistic crowd powered latent identification framework where multiple latent examiners and the AFIS work in conjunction with each other to boost the identification accuracy of the AFIS. Given a latent, the candidate list output by the AFIS is used to determine the likelihood that a hit at rank-1 was found. A latent for which this likelihood is low is crowdsourced to a pool of latent examiners for feature markup. The manual markups are then input to the AFIS to increase the likelihood of making a hit in the reference database. Experimental results show that the fusion of an AFIS with examiner markups improves the rank-1 identification accuracy of the AFIS by 7.75% (using six markups) on the 500 ppi NIST SD27, 11.37% (using two markups) on the 1000 ppi ELFT-EFS public challenge database, and by 2.5% (using a single markup) on the 1000 ppi RS&A database against 250,000 rolled prints in the reference database.
Introduction
One of the most challenging problems in fingerprint recognition is comparing latent prints to rolled/slap (reference) fingerprints. Comparison of latents to reference prints by state-of-the-art AFIS does not typically yield satisfactory results. This is because many operational latents (i) are partial prints with relatively small friction ridge area, (ii) have poor contrast and clarity with significant distortion, and (iii) have significant background noise [11] . Therefore, a latent examiner is, in general, needed to mark features on a latent before submitting a query to an AFIS, and for subsequently reviewing the top-K (usually K = 20-50) retrievals to determine if the latent hit against a reference print. This manual interven- tion procedure is summarized in the ACE-V protocol [5] . The NIST Evaluation of Latent Fingerprint Technologies, Extended Feature Sets (ELFT-EFS) 2 [9] reported that the likelihood of finding a hit in the reference database improves when an AFIS is provided with a markup 1 (see Figure 1 ). The identification accuracy of the best AFIS operating in the lights-out mode 2 is reported to be 67.2% in identifying 1,066 latent prints against reference prints from 100,000 subjects. However, the above accuracy improves to 70.2% when the AFIS is fed with both the latent image and the extended feature set (EFS) markup provided by NIST.
The above performance gain, however, depends on the precision of the markup being fed to the AFIS [10] . Imprecise markups can result in the mated reference print being returned at a lower rank amongst the retrieved candidates [7] [14] compared to the image alone being fed to the AFIS. Furthermore, markups for the same latent by different examiners can differ significantly and, con-sequently, different markups may lead to difference in identification performance of the AFIS (see Figure 1) .
To overcome the aforementioned limitations, we propose a latent identification framework where the AFIS and latent examiners operate in synergy to improve the latent identification accuracy. In this framework, a latent is first submitted to the AFIS to be matched in the lightsout mode. Based on the output of the AFIS, the likelihood that the AFIS hit against a reference print at rank-1 is determined using a variant of the criterion described in [4] . If the likelihood of the AFIS making a hit at rank-1 is low, the latent is crowdsourced to a pool of latent examiners for marking features. In this manner, the collective "wisdom" of several latent examiners is utilized to obtain multiple markups for a latent only when required. The manual markups are then used in conjunction with the AFIS for improving the latent identification accuracy.
The proposed framework is based on the conjecture that combining markups obtained from different examiners with the automated encoding of the AFIS can benefit the identification performance of the AFIS. The conjecture stems from the classic pattern recognition theory that a group of experts with diverse and complementary skills can collectively solve a difficult problem, on average, better than each individual expert [6] [8] . Each latent examiner, as well as the AFIS, can be viewed as an expert for latent markup. Because manual markups obtained from different latent examiners lead to different candidate lists being retrieved by the AFIS, their expertise is rather diverse. Thus, a combination of AFIS with examiner markups should boost the identification performance of the AFIS.
State-of-the-art AFIS typically generate multiple templates (encodings) from an input latent. These templates are then individually compared with the reference prints and the resulting comparison scores are combined to generate a single candidate list. Our method can be viewed analogous to generating multiple templates, albeit based on feature markup by multiple latent examiners, and fusing them with the multiple templates internally generated by an AFIS.
To evaluate the proposed framework, we crowdsourced markups for the NIST Special Database 27 (NIST SD27) latents [2] to six certified latent print examiners affiliated to Michigan State Police. We also conduct experiments using two individual markups provided in the ELFT-EFS public challenge database [1] and one individual markup provided in the RS&A database [3] . We compute the efficacy of the proposed criterion to compute the likelihood that the AFIS makes a hit for the latent at rank-1. The proposed criterion is able to reduce the number of latents that need to be crowdsourced for manual markup from 258 to 151 for NIST SD27, from 255 to 151 for ELFT-EFS database, and from 200 to 35 for RS&A database (at a significance level of 0.05) without impacting the overall hit rate. Our experimental results on a reference database of 250,000 rolled prints show that by fusing the scores from lights-out comparison with the scores obtained using the examiner markups, the rank-1 identification accuracy of the AFIS improves by 7.75% on 500 ppi NIST SD27 (using six markups), by 11.37% on 1000 ppi ELFT-EFS database (using two markups), and by 2.5% on 1000 ppi RS&A database. Our experimental results indicate that markups obtained from different latent examiners contain complementary information which, in turn, helps to boost the identification performance of an AFIS.
The contributions of this paper are:
• A systemic way to combine the AFIS with examiner markups to boost the latent hit rate, • A crowd powered latent identification framework where a latent is crowdsourced to a pool of examiners for obtaining multiple markups, • A criterion to automatically determine when crowdsourcing is required, and • A method to dynamically determine how many crowd experts are needed.
Collective Wisdom of Multiple Examiners
Harnessing the "collective wisdom" of the crowd is a commonly used methodology for performing relatively simple tasks (e.g., image labeling, product recommendations). For instance, recommendation systems in Netflix 3 and Amazon 4 use the collective preferences of a large number of customers when recommending movies or products to a specific customer. Expert crowdsourcing is another concept which has recently gained prominence [13] [16] . This involves dynamically assembling a team of expert crowd workers for accomplishing specialized tasks. We extend these concepts to latent fingerprint identification in the following manner.
Given a latent, an AFIS operating in lights-out mode is first used to compare it to reference prints in the background database. Based on the score distribution of the top-K candidate matches output by the AFIS, we ascertain whether manual markup is needed to boost the identification performance. If it is determined that manual markup is needed, the latent markup is crowdsourced to a pool of latent examiners. The obtained markups are input to AFIS individually to generate multiple scores for each reference print in the database. These individual markup and lights-out scores are then fused to boost the identification accuracy of the AFIS 5 (see Figure 2 ).
Expert crowdsourcing framework
Let a query latent image be denoted by I L , and the set of reference print images in the database be denoted by I R . Let the total number of reference prints in the database be N , and the i th reference print be denoted by I R (i). The latent I L is compared against the set of reference prints I R using an AFIS operating in lights-out mode to generate a set of similarity scores S LO :
where S(I L , I R (i)) is the similarity between I L and I R (i) output by the AFIS.
A parametric probability distribution model is fit to the distribution of the top-K scores from the set S LO , and a variant of the method described in [4] is used to ascertain whether manual markup is required (see Section 2.2). If it is determined that manual markup is not required, the set of top-K candidates and their corresponding scores are directly output for validation by a latent examiner. Otherwise, the latent image I L is crowdsourced to a pool of latent examiners for providing manual markups.
Let P be the number of examiners that provide manual markups. Denote these markups as I M , where the j th markup is I M (j). Each of the P markups are individually input to the AFIS to obtain similarity scores against the set of reference prints I R ,
(2) ∀j = {1, 2, . . . , P }, ∀i = {1, 2, . . . , N}.
Here S Mj (i) denotes the similarity score by comparing the j th latent markup to the i th reference print. Finally, we fuse the lights-out scores S LO with the similarity score of each markup S Mj for every reference print to obtain a combined score S F ,
Here, ⊗ is the score fusion operator, and S M denotes the score obtained by fusing the scores of the P different markups. The top-K fused scores from the set S F , and the corresponding candidates based on the fused scores are then output to the latent examiner for evaluation.
When to crowdsource?
Although expert crowdsourcing has its advantages, crowdsourcing every latent to a pool of latent examiners is costly in terms of time and effort. If it can be established that the likelihood of AFIS making a hit at rank-1, for a given latent, is fairly high, then expert crowdsourcing is not utilized for that latent. While latent quality can be an indicator of this likelihood, to our knowledge, there is no existing satisfactory indicator of latent quality [15] . Therefore, we base our decision on the order statistic of the top-K candidate scores returned by the AFIS [4] .
Let the set of top-K scores returned by the the AFIS be denoted as X = {X (1) , X (2) , . . . X (K) } where X (i) denotes the rank-i score. An exponential distribution model is fit to the set X. A hypothesis test is conducted to determine whether there is an upper outlier present in the distribution of the top-K scores. The null hypothesis (H 0 ) and the alternative hypothesis (H 1 ) are defined as follows: H 0 : All scores in the set X are i.i.d from an exponential distribution.
is an upper outlier of the score distribution. The test statistic Z for testing H 0 against H 1 is defined as:
The critical value of the test z(α) at significance level α is: 
The value of the test statistic Z = z should be greater than the critical value z(α) when rank-1 score X (1) is an outlier. Thus, we define an indicator random variable I C which takes the value 1 when expert crowdsourcing is needed, and 0 when it is not needed:
In other words, if the rank-1 score is indeed an upper outlier, we are sufficiently confident that lights-out identification retrieved the mated reference print at rank-1. Therefore, the query latent does not need markups from latent examiners. 
How many experts are enough?
A priori information about latent examiners (e.g., years of experience, the number of cases solved) is often known and can be utilized while crowdsourcing latent markup. Assume that the latent examiners can be rated based on such prior information. When additional markup is required for a latent, instead of crowdsourcing the latent to every examiner, it can be first sent to the best examiner to obtain a markup. The best examiner's markup can then be fused with the lights-out AFIS, and the decision whether additional markup is needed made. Subsequently, the latent can be sent to the next best examiner, if required. Such a greedy (sequential) strategy can dynamically determine the number of examiners needed for providing markups, in turn, reducing the required cost and effort [12] .
Experimental Details
A state-of-the-art AFIS, which was one of the top performing AFIS in the NIST ELFT-EFS 2 evaluation [9] , is used for conducting all identification experiments.
Databases
The proposed latent markup crowdsourcing framework is evaluated on three different latent databases (summarized in Table 1 ), the NIST SD27 [2] , ELFT-EFS [1] and the RS&A [3] . In addition to the mated reference prints of the latents available from these databases, we use rolled prints, provided by Michigan State Police, to enlarge our reference database to 250,000 rolled prints for all the experiments reported here.
Latent Markup
Independent feature markups for NIST SD27 latents were obtained from six certified latent print examiners affiliated to Michigan State Police. The average feature markup time is about 5 min. per latent (around 20 hours for all 258 latents). Examiners were specifically asked to mark minutiae, ridge counts between minutiae and/or region of interest (ROI) on the latents. However, not all examiners marked all 258 latents (see Table 2 ). Figure 3 shows sample markups obtained from the six examiners for a latent in NIST SD27. Some examiners marked ROI while others did not. For each latent in the ELFT-EFS database, at least two independent feature markups are available with the database. Standard EFTS-LFFS feature markups (minutiae, ridge counts between minutiae, singular points and ROI) are used in our experiments. Note that latent examiners, in general, do not mark extended features on a latent because it is a challenging (ambiguous) and time consuming process. Hence, our experiments are in accordance with the general markup protocol being followed by examiners in law enforcement agencies. Figure 4 shows sample markups for a latent from the ELFT-EFS database. Only a single markup is available in the RS&A database [3] which is utilized in our experiments ( Figure 5 ).
Experiments
To evaluate the efficacy of the proposed expert crowdsourcing framework, we perform the following set of experiments.
Lights-out Matching
The Cumulative Match Characteristic (CMC) curves of the AFIS in the lights-out mode on NIST SD27 are marked as Image only in Figure 6 (a). The rank-1 identification accuracy is 64.34%. Notice the reduction in identification performance of the AFIS on bad and ugly quality latents as compared to the good quality latents in the NIST SD27 (Figures 6 (b)-(d) ). Figure 7 (Image only) shows the CMC curves for lights-out identification on ELFT-EFS database. The rank-1 identification rate is 65.10%. Figure 8 (Image only) shows the CMC curve for lights-out identification on the RS&A database. The rank-1 identification accuracy obtained on the RS&A database is 87.50%. This is much higher than the accuracy obtained on the NIST SD27 and ELFT-EFS databases because the latents in the RS&A database were collected in a laboratory and are comparatively of better quality. 
Matching Individual Examiner Markups
The Image plus Markup performance band in Figure 6 (a) indicates the identification accuracy of the AFIS on the NIST SD27 when fed with individual 500 ppi markups. The best rank-1 identification accuracy obtained using an individual markup is 66.67%. Note that the lights-out performance is within the performance band of the examiners. As expected, the identification accuracy is higher for good quality latents, compared to the bad and ugly quality latents (Figures 6 (b)-(d) ). Figure 7 shows the performance of the AFIS when fed with 1000 ppi markups available for the ELFT-EFS database. The best individual rank-1 identification accuracy obtained is 72.16%. On the RS&A database, on the other hand, the rank-1 identification accuracy obtained using the single available markup is 90% (Figure 8 ).
Fusing Multiple Examiner Markups
Since we have six different markups available for the NIST SD27 latents, we fuse the scores obtained using different markup combinations, and then compute the average accuracy of the AFIS when fed with different subsets of examiner markups. Several different score level fu- Table 3 : Identification accuracy (%) of the AFIS, on average, on the NIST SD27 against 250K reference prints when fed with markups from different subsets of latent examiners.
sion strategies were investigated. Simple sum fusion rule provided the best performance. No score normalization is necessary here since all the scores are being generated by the same AFIS. Table 3 shows that while identification performance of the AFIS improves with additional markups, there is a saturation after 3 or 4 markups per latent. For the NIST SD27 with 258 latents, each 1% improvement in performance, say at rank-1, corresponds to roughly two or three latents being promoted to rank-1.
Fusing lights-out AFIS with Multiple Markups
The CMC curves plotted in Figure 6 show that the rank-1 identification accuracy of the AFIS increases by 7.75% on the NIST SD27 by fusing the scores obtained using the six markups with the scores obtained from lightsout identification. On the other hand, a performance improvement of 11.37% is observed when fusing the scores obtained from the two individual markups for the ELFT-EFS database with the lights-out scores. Figures 9 and  10 , respectively, show an example of a successful and failure case using fusion of the AFIS with the examiner markups.
For the RS&A database, although fusion of lights-out match scores with markup scores does not seem to benefit in terms of the rank-1 identification accuracy in comparison to only using the manual markup, significant performance improvement is observed for higher ranks (see Figure 8 ).
Determining the need for crowdsourcing
To measure the efficiency of the test based on order statistic for determining the need for crowdsourcing manual markup, we compute the (i) number of latents where markup is not needed and the mated print was not retrieved at rank-1, and (ii) number of latents where markup is ascertained but the mated print was retrieved at rank-1 ( Table 4 ). The value of K used here is 200. For case (i) we found that the rank of the mated print did not decrease after fusion of lights-out with markup scores. This demonstrates the efficacy of the order statistic based test. 
(e) (f) (g) Figure 9 : An example latent for which the mated reference print is retrieved at a higher rank after fusing the six crowdsourced markups with the AFIS.
In the lights-out mode, the AFIS could not match the latent to the mated print shown in (g) (score=0). The rank of the mated print using the individual markups by the six examiners shown in (a)-(f) is 80, -(score=0), 45, 7, 57 and 12971, respectively. The mated print is retrieved at rank-2 using the combination of the AFIS with the six markups. *The mated reference prints are incorrectly labelled for these latents; does not impact the accuracy of the AFIS. Table 4 : Number of latents where markup is required, markup is not required when mated reference print is not at rank-1, and markup is required despite the mated reference print being retrieved at rank-1 for NIST SD27, ELFT-EFS, and RS&A databases. The number of latents in these three databases is 258, 255, and 200, respectively. Figure 11: Identification accuracy of the AFIS using greedy crowdsourcing for the 258 NIST SD27 latents. Starting with best examiner, a significance level of 0.05 is used to decide if markup from the next best examiner is needed. Numbers of latents given to the next best examiner are indicated in red. Due to the preponderance of low quality prints in NIST SD27, the rank-1 identification accuracy tapers off after three examiner markups.
Greedy crowdsourcing
To test the benefit of using the greedy sequential strategy to dynamically determine the number of examiners required, we rated the individual examiners based on their skill set. This was estimated based on the AFIS performance obtained on the markups they provided. Figure  11 shows performance improvement when individual examiners are selected in decreasing order of their skill set. After fusing the three markups from the top three examiners, additional markups have negligible impact on the overall identification accuracy. Also, utilizing more number of markups does not necessarily improve the overall accuracy. Overall, 151 latents in the NIST SD27 require examiner markups based on the lights-out AFIS results (at a significance level of 0.05). 137, 131, 126, 126, 124, and 123 latents need markups after fusion of lights-out AFIS with best-1, best-2, best-3, best-4, best-5, and all six examiner markups, respectively.
Conclusions and Future Work
Matching poor quality latents to reference prints is one of the most challenging problems in fingerprint recognition. In order to match latents to reference prints with high accuracy, we propose a crowd powered latent identification paradigm which involves a symbiosis of human examiners with AFIS. Given a latent print, it is first compared against reference prints using an AFIS. Based 
(e) (f) (g) Figure 10 : An example latent for which the mated reference print is retrieved at a lower rank after fusing the crowdsourced markups with the AFIS.
In the lights-out mode, the AFIS retrieved the mated print shown in (g) at rank-1. The rank of the mated print in (g) using the individual markups by the six examiners shown in (a)-(f) is 54, 1171, 3426, 595, 22 and 8450, respectively. The mated print is retrieved at rank-26 using the combination of the AFIS with the six markups.
on the output of the lights-out match, an automatic decision is made to determine if manual feature markups from latent experts would be beneficial. If it is determined that additional markup would help, the latent print is crowdsourced to a pool of latent examiners. The manual feature markups are fed to the AFIS and the comparison scores from lights-out AFIS and those from manual markups input to AFIS are combined to boost the identification accuracy. Experimental results obtained on three different latent databases (NIST SD27, ELFT-EFS and RS&A), against a reference database of 250,000 rolled prints, demonstrate that a significant performance improvement can be obtained using the proposed crowd powered framework. It would be desirable to validate the proposed framework against a larger reference database of a few million reference prints. We also plan to explore ensemble-based meta algorithms such as bagging and boosting to improve the matching performance of AFIS.
